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	Έντυπο Τεχνικών Προδιαγραφών 




Τεχνικές Προδιαγραφές 
Α. Τεχνικές Προδιαγραφές για νομικό πρόσωπο / εταιρεία
	Προδιαγραφή
	Αποδεικτικό στοιχείο

	Ο πάροχος πρέπει να υποβάλει στοιχεία που να τεκμηριώνουν τη νομική του υπόσταση, την εγγραφή και λειτουργία της εταιρείας, καθώς και τυχόν απαιτούμενες άδειες ή εξουσιοδοτήσεις όπου αυτές εφαρμόζονται. Επιπρόσθετα, πρέπει να υποβάλει δήλωση ότι κατά τα τελευταία πέντε (5) έτη δεν έχει υποστεί ουσιώδεις εποπτικές κυρώσεις, διοικητικά πρόστιμα ή άλλα περιοριστικά μετρά από αρμόδιες εποπτικές, ρυθμιστικές ή κρατικές αρχές
	1. Πιστοποιητικό Εγγραφής Εταιρείας (Certificate of Incorporation)
2. Πιστοποιητικό Μετόχων και Διοικητικού Συμβουλίου, όπου εφαρμόζεται (Corporate Structure)
3. Απαιτούμενες άδειες λειτουργίας, εξουσιοδοτήσεις ή επαγγελματικές πιστοποιήσεις, όπου εφαρμόζεται (Applicable licenses/authorizations)
4. Δήλωση συμμόρφωσης ε τις ισχύουσες κανονιστικές και νομοθετικές απαιτήσεις (Signed Regulatory Compliance Declarations)

	Ο πάροχος πρέπει να είναι εξουσιοδοτημένος συνεργάτης, μεταπωλητής ή πιστοποιημένος φορέας υλοποίησης της προτεινόμενης λύσης PAM
	1. Επιστολή εξουσιοδότησης από τον κατασκευαστή (Manufacturer Authorization letter)
2. Πιστοποιητικό συνεργάτη (Partner Certificate)
3. Τεκμηρίωση ιδιότητας εξουσιοδοτημένου μεταπωλητή ή συνεργάτη υλοποίησης ( Certified Reseller / Implementation Partner Status Documentation)

	Ο πάροχος πρέπει να υποβάλει στοιχεία για τουλάχιστον τρεις (3) επιτυχώς ολοκληρωμένες υλοποιήσεις λύσεων PAM παρόμοιας κλίμακας και πολυπλοκότητας, κατά προτίμηση σε χρηματοοικονομικούς οργανισμούς ή άλλους ρυθμιζόμενους φορείς. Οι υποβληθείσες αναφορές πρέπει να τεκμηριώνουν εμπειρία σε περιβάλλοντα επιχειρησιακής κλίμακας (enterprise scale) και να αντιστοιχούν σε συνολική συμβατική αξία τουλάχιστον EUR 50.000
	1. Κατάλογος πελατών (Customer Reference List)
2. Επιστολές αναφοράς η πιστοποιητικά ολοκλήρωσης έργων (Project Reference Letters or Completion Certificates)
3. Συνοπτική περιγραφή έργων, συμπεριλαμβανομένου του αντικειμένου, του αριθμού διαχειριζόμενων λογαριασμών, χρηστών ή τελικών σημειων (Project Summaries including scope, number of managed accounts / users / endpoints and contact value)

	Ο πάροχος πρέπει να διαθέτει συγκεκριμένη ομάδα έργου η οποία να περιλαμβάνει κατ’ ελάχιστον Υπεύθυνο Έργου (Project Manager), Αρχιτέκτονα Λύσης PAM (PAM Solution Architect), Μηχανικό (-ούς) PAM (PAM Engineer(s)), και Σύμβουλο Ασφάλειας Πληροφοριών ( Security Consultant).
	1. Βιογραφικά σημειώματα του προτεινόμενου προσωπικού (CVs of proposed personnel)
2. Οργανόγραμμα έργου (Project Organizational Chart)
3. Πίνακα κατανομής ρόλων & πόρων (Resource Assignment Matrix)


	Ο πάροχος πρέπει να προσκομίσει αποδεικτικά στοιχεία των σχετικών επαγγελματικών και τεχνικών πιστοποιήσεων που διαθέτουν τόσο η εταιρεία όσο και τα μέλη της ομάδας υλοποίησης για την προτεινόμενη λύση. 
	1. Πιστοποιήσεις προϊόντος (Product Certifications)
2. Ατομικές τεχνικές πιστοποιήσεις προσωπικού (Individual Technical Certifications)
3. Πιστοποιητικά εκπαίδευσης που έχουν εκδοθεί από τον κατασκευαστή (Manufacturer issued Training Certificates)


	Ο πάροχος πρέπει να παρέχει υπηρεσίες τεχνικής υποστήριξης και συντήρησης για την προτεινόμενη λύση PAM, συμπεριλαμβανομένων προκαθορισμένων χρόνων απόκρισης, διαδικασιών κλιμάκωσης και στοιχείων επικοινωνίας υποστήριξης.
	1. Περιγραφή υπηρεσιών υποστήριξης (Support and Maintenance Service Description)
2. Στοιχεία επικοινωνίας υποστήριξης (Support Contact Details)
3. Πίνακας κλιμάκωσης περιστατικών ( Escalation Matrix)


	
Ο πάροχος πρέπει να παρέχει υπηρεσίες υποστήριξης μετά την υλοποίηση, μεταφορά τεχνογνωσίας προς το προσωπικό της ΚΕΔΙΠΕΣ και εκπαίδευση των διαχειριστών της λύσης

	Σχέδιο μεταφοράς τεχνογνωσίας (Knowledge transfer plan)

	Ο πάροχος πρέπει να επιβεβαίωση τη συμμόρφωση των παρεχόμενων υπηρεσιών και της προτεινόμενης λύσης με τις απαιτήσεις του GDPR, DORA/NIS2 και τις βέλτιστες πρακτικές ασφάλειας πληροφοριών οι οποίες ευθυγραμμίζονται με το πρότυπο ISO27001
	1. Υπογεγραμμένη δήλωση συμμόρφωσης (Signed compliance declaration)
2. Πιστοποιητικό ISO 27001, όπου εφαρμόζεται (ISO 27001 Certificate (if applicable))
3. Δήλωση συμμόρφωσης με τις απαιτήσεις GDPR, DORA & NIS2 (Statement of Compliance with GDPR, DORA & NIS2 requirements)


	Ο πάροχος πρέπει να γνωστοποιήσει τυχόν χρήση υπεργολάβων και να παρέχει αναλυτικές πληροφορίες σχετικά με τον ρόλο τους, τη γεωγραφικής τους τοποθεσία, τις απαιτήσεις πρόσβασης στα συστήματα της ΚΕΔΙΠΕΣ και τις αρμοδιότητες τους σε θέματα ασφάλειας πληροφοριών. 
	1. Κατάλογος υπεργολάβων (Subcontractor List)
2. Περιγραφή υπηρεσιών που θα παρέχονται από κάθε υπεργολάβο (Scope of Services per Subcontractor)
3. Στοιχεία τοποθεσίας και χώρας παροχής  υπηρεσιών (Location in Details)
4. Πίνακας ρόλων και αρμοδιοτήτων (Roles & Responsibilities Matrix)








B. Τεχνικές Προδιαγραφές προϊόντος  
Η προτεινόμενη λύση PAM θα πρέπει να προσφέρει:
· Κεντρική διαχείριση όλων των προνομιακών λογαριασμών και διαπιστευτηρίων
· Εφαρμογή least privilege, just-in-time access, zero trust και πλήρους ιχνηλασιμότητας
· Πλήρης παρακολούθηση και καταγραφή προνομιακών ενεργειών, συμπεριλαμβανομένων των τρίτων μερών
· Παραγωγή audit evidence για εσωτερικούς ελέγχους, ρυθμιστικές απαιτήσεις και διασφαλίζει συμμόρφωση με DORA, NIS2, ISO 27001, GDPR.
Discovery & Assessment
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Automated discovery and inventory of privileged accounts, service accounts, application accounts, SSH keys, certificates and secrets prior to onboarding
	[bookmark: Text1]     
	     

	Risk assessment and classification of discovered privileged accounts
	[bookmark: Text2]     
	     

	Reporting of unmanaged, orphaned and excessive privileged accounts 
	[bookmark: Text3]     
	     

	Exportable discovery reports for onboarding planning
	[bookmark: Text4]     
	     



Credential Vaulting & Management
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Centralized encrypted vault for privileged accounts, service accounts, application accounts, SSH keys, X.509 certificates, API secrets and tokens. 
	     
	     

	Encryption of all stored credentials using AES-256 or stronger encryption
	     
	     

	Support for Hardware Security Model (HSM) integration or equivalent cryptographic key management solution for protection of encryption keys
	     
	     

	Automated discovery and onboarding of unmanaged privileged accounts across Windows, Linux databases, network devices, cloud platforms and applications
	     
	     

	Credential check-out / check-in model with time-limited access windows
	     
	     

	Password injection or proxy-based access to target systems without exposing credentials to end users
	     
	     

	Automated password rotation on configurable schedule, after use and on demand
	     
	     

	Unique, randomized password generation aligned with organizational complexity policies
	     
	     

	Dual-control / dual-approval workflow for accessing high-sensitivity credentials
	     
	     

	Break-glass emergency access with automatic alerting and full audit trail
	     
	     

	Support for ephemeral or dynamic secret generation including one-time database credentials where applicable
	     
	     


Privileged Session Management & Monitoring
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Privileged Session Manager (PSM) proxy for RDP, SSH, HTTPs / web, database and other administrative sessions without credential exposure
	     
	     

	Agentless secure remote access to privileged systems without requiring endpoint agents, browser plug-ins or helper programs where technically feasible
	     
	     

	Full session recording including screen activity, commands, keystrokes where supported, metadata and user activity
	     
	     

	Indexed and searchable session playback for forensic investigation
	     
	     

	Real-time session monitoring with capability to terminate active sessions immediately
	     
	     

	Session shadowing capability for authorized administrators or auditors
	     
	     

	Configurable session time-outs and automatic idle session termination
	     
	     

	File transfer control, block or log file uploads / downloads within managed sessions
	     
	     

	Session recording retention configurable to meet minimum 12 months online or the organization retention policy
	     
	     

	Tamper-evident session recording storage with chain-of-custody for forensics and legal hold needs
	     
	     

	Single Sign-On (SSO) to target systems without exposing credentials to end users
	     
	     

	Behavioral analytics to flag anomalous activity (unusual commands, data volumes, off-hours access)
	     
	     




Access Control, Least Privilege & Governance
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Just-in-Time (JIT) privileged access provisioning with automatic revocation after the approved access window expires
	     
	     

	Just-Enough-Access (JEA) controls to limit each privileged session to the approved systems, permissions, commands or tasks
	     
	     

	Role-based Access Control (RBAC) with granular least-privilege policy enforcement
	     
	     

	Segregation of duties between requesters, approvers, PAM administrators, auditors, and privileged users
	     
	     

	Multi-stage approval workflows based on system criticality, access risk, and user role
	     
	     

	Access expiry notifications and automatic revocation of expired privileged access
	     
	     

	Periodic access certification and recertification campaigns for all privileged accounts
	     
	     

	Shared / generic account management with individual named-user accountability
	     
	     

	Zero standing privilege (ZSP) architecture support to avoid persistent privileged accounts where technically feasible
	     
	     

	Contextual access policies based on user, device posture, location time and risk level
	     
	     




Multi-Factor Authentication & Identity Integration
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Multifactor Authentication (MFA) enforcement for all privileged access requests and all PAM administrative access
	     
	     

	Integration with Microsoft Entra ID and Active Directory
	     
	     

	Support for SAML 2.0, OIDC, LDAP, and federated authentication
	     
	     

	Support for Microsoft Entra ID MFA, TOTP, push notification, hardware token and FIDO2/WebAuthn methods
	     
	     

	SCIM 2.0 or equivalent capability for automated user lifecycle management
	     
	     

	Support synchronization with enterprise NTP services to ensure consistent timestamps across all PAM components, logs and audit records
	     
	     






Privilege Elevation & Endpoint Privilege Management 

	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Endpoint privilege elevation without granting permanent local administrator rights
	     
	     

	Removal or reduction of standing local administrator rights on endpoints
	     
	     

	Granular application-based elevation policies
	     
	     

	Application allowlisting and blocklisting capabilities linked to endpoint privilege policies
	     
	     

	Approval-based privilege elevation workflow
	     
	     

	Automatic privilege revocation after task completion or expiry of approved time window
	     
	     

	Temporary administrator’s rights for Windows endpoints
	     
	     

	Command-level privilege delegation for Linux systems where applicable
	     
	     

	Complete audit trail and reporting of all privilege elevation events
	     
	     



Service Account Governance

	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Discovery and inventory of service accounts across in-scope platforms
	     
	     

	Ownership assignment for each service account
	     
	     

	Identification of orphaned, dormant, or unused service accounts
	     
	     

	Dependency-aware service account password rotation to avoid service disruption
	     
	     






	Service account usage reporting and risk reporting
	     
	     

	Alerting for abnormal or unauthorized use of service accounts
	     
	     



User and Entity Behavior Analytics

	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Behavioral analytics for privileged users and privileged accounts
	     
	     

	Risk scoring of privileged users based on access pattern, behavior and session activity
	     
	     

	Detection of abnormal logins, impossible travel, unusual access times, and unusual privilege escalations
	     
	     

	Detection of high-volume credential access and abnormal use of sensitive accounts
	     
	     

	Baseline learning and anomaly detection using AI / ML or equivalent analytics
	     
	     

	Alerting on suspicious privileged activities
	     
	     

	Forwarding of UEBA events and risk indicators to SIEM
	     
	     



Secrets Management and DevOps

	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Rest API based secrets retrieval for CI/CD pipelines without storing credentials in code
	     
	     

	Application-to-application (A2A) credential management to eliminate hardcoded credentials
	     
	     

	API key, token, SSH key, certificate, and application secret management
	     
	     

	Automatic secret rotation without pipeline downtime where technically feasible
	     
	     

	Dynamic secrets generation for ephemeral use cases, including database credentials per pipeline run
	     
	     

	HashiCorp Vault interoperability or equivalent native secrets management capability. 
	     
	     

	Secret scanning or detection of hardcoded credentials in source code repositories
	     
	     



Integration Requirements

	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Native integration with Microsoft 365 / Entra ID for privileged-role and admin-account management.
	     
	     

	Integration with SIEM platforms via Syslog, CEF, REST API, or native connectors
	     
	     

	Integration with EDR/XDR Platforms
	     
	     

	ITSM integration with ticketing systems for access request validation and change linkage
	     
	     

	CMDB integration to align PAM scope with asset inventory
	     
	     

	SOAR integration for automated playbook execution on PAM alerts
	     
	     

	REST API for all core PAM functions to support custom automation and orchestration
	     
	     

	The vendor shall provide a supported platform matrix covering operating systems, network devices, cloud platforms and enterprise applications
	     
	     

	SNMP, SMTP, and webhook based alerting where applicable
	     
	     

	Support privileged account management for Microsoft SQL, Informix Database Systems 
	     
	     



Third Party & Vendor Access

	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Vendor sessions shall inherit all monitoring and recording controls defined under Session Management
	
	

	Temporary, time-boxed access links for third-party vendors without requiring VPN were approved by security architecture
	
	

	Third-party / vendor access with scoped permissions and automatic expiry
	     
	     

	Multilevel approval workflow for high-risk vendor access requests
	     
	     

	MFA enforcement for all vendor privileged sessions
	     
	     

	The solution shall support restrictions based on device trust, compliance status or approved device policies for third-party privilege access
	     
	     

	Vendor access restricted to approved systems and resources only
	     
	     

	Automatic revocation of vendor access after the approved access window expires
	     
	     

	Just-in-time access for external vendors
	     
	     

	Real time monitoring of vendor sessions
	     
	     

	Live vendor session shadowing by authorized administrators or auditors 
	     
	     

	Immediate suspension or termination of vendor sessions by authorized administrators
	     
	     

	Full recording and searchable playback of all vendor sessions
	     
	     

	Monitoring and logging of file upload and download activities within vendor sessions
	     
	     

	Complete audit trail for all vendor activities
	     
	     

	Dedicated reporting for third-party privileged access activities
	     
	     

	Named user accountability and prohibition of anonymous shared vendor access
	     
	     

	Mapping of shared vendor accounts to the individual user performing the activity 
	     
	     

	Periodic certification and review of all active vendor accounts
	     
	     

	Identification and reporting of inactive vendor accounts
	     
	     

	Alerts for unusual vendor activities or out-of-hours privilege access
	     
	     

	Configuration access policies based on time, device, location and risk level
	     
	     

	Secure browser-based remote access without requiring software installation on vendor devices
	     
	     

	Vendor access risk scoring and behavioral analytics
	     
	     

	Centralized visibility, monitoring, reporting, and audit evidence for all privileged access activities performed by third parties
	     
	     



Reporting & Dashboards

	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Tamper resistant audit logs for all privileged access requests, approvals, sessions, password operations, policy changes, and administrative actions
	     
	     

	Custom compliance / report builder with export to PDF, CSV, XLSX
	     
	     

	Real-time dashboards for privileged access risk posture
	     
	     

	Pre-built compliance reports aligned with ISO 27001, GDPR, DORA, NIS2 and SOC 2 or equivalent
	     
	     

	Exportable evidence reports for internal audit, external audit and regulatory reviews
	     
	     

	Retention periods configurable to organizational requirements, including minimum of 12 months online and archive retention where required
	     
	     

	User accountability reports showing who accesses what, when, from where, and under which approval
	     
	     

	Reports identifying overdue certifications, access review exceptions, orphaned privileged accounts and policy violations
	     
	     



Security, Resilience & Operations
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Encryption of data at rest using AES-256 or stronger and encryption in transit using TLS1.2 minimum, TLS 1.3 is preferred
	     
	     

	High availability deployment with documented failover procedure
	     
	     

	Disaster recovery design, backup and restoration procedures for vault data and configuration
	     
	     

	Automated encrypted backup stored off-site or in a resilient approved location
	     
	     

	Audit logs and session recording shall be protected against unauthorized modification or deletion and support export to external archival repositories
	     
	     

	Minimum 99.9% uptime SLA for production service components
	     
	     

	Horizontal or modular scalability to support growth without service interruption
	     
	     

	Support for capacity sizing based on in-scope accounts, target systems, administrators, vendors, and concurrent sessions
	     
	     

	Minimum support for 500 concurrent privileged sessions under full load or bidder proposed sizing based on final scope
	     
	     

	Documented operational procedures for onboarding accounts, rotating password, managing incidents, and performing access reviews
	     
	     


	
Security Hardening & Operations
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	Vendor shall provide documented hardening guidelines for all PAM components
	     
	     

	Vendor shall provide operational procedures for patching and upgrades
	     
	     

	Vendor shall provide configuration baseline recommendations
	     
	     

	Vendor shall provide backup and restore procedures
	     
	     



Γ. Τεχνικές Προδιαγραφές για ομάδα
	Προδιαγραφή 
	Αποδεικτικό στοιχείο
	ΝΑΙ / ΟΧΙ

	Project manager responsible for planning, reporting, issue management, and delivery coordination. Minimum of three (3) years project management experience and participation in at least three (3) PAM implementations.
	     
	     

	PAM solution architect responsible for solution design, security architecture, integration design, and deployment approach. Minimum of three (3) years PAM architecture experience and participation in at least three (3) PAM implementations.
	     
	     

	PAM engineer(s) responsible for installation, configuration, platform integration and testing. Vendor certified engineers with at least three (3) years PAM implementation experience. 
	     
	     

	Security Consultant responsible for PAM policy alignment, least privilege design, third party access controls and DORA/NIS2 evidence considerations
	     
	     

	Experience with Microsoft Active Directory, Entra ID, Microsoft 365 privileged role and SIEM integration
	     
	     

	Experience in privilege accounts discovery, migration, rollout planning, and administrator training
	     
	     



Δ. Δραστηριότητες & χρονοδιάγραμμα εκτέλεσης έργου
	Συνολική διάρκεια έργου/ σύμβασης :
	Οκτώ (8) εβδομάδων από την ημερομηνία υπογραφής 

	


	Αρ.
	Δραστηριότητες  του έργου 
(στον πίνακα παρουσιάζονται όλες οι δραστηριότητες του έργου καθώς και τα παραδοτέα) 
	Χρονοδιάγραμμα υλοποίησης
(σε βδομάδες)
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	Discovery & Design 
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	1.1
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	[bookmark: Text6]     
	     
	     
	     
	     
	     

	2
	Privileged Account Discovery & Assessment
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	Παραδοτέο: Discovery Report, Privilege Account Inventory, Risk Classification Report
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	Core Deployment
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	3.1
	Παραδοτέο: Configuration PAM platform, admin guide, installation guide, hardening guide, configuration baseline
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	Credential Onboarding
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	4.1
	Παραδοτέο: Onboarding register, rotation test evidence
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	Session Management & Monitoring
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	5.1
	Παραδοτέο: Session test evidence, recording samples
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	Access workflows & Governance
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	6.1
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