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	Έντυπο Τεχνικών Προδιαγραφών 




Τεχνικές Προδιαγραφές 
Α. Τεχνικές Προδιαγραφές για νομικό πρόσωπο / εταιρεία
	A/A
	Προδιαγραφή
	Αποδεικτικό στοιχείο

	1
	Ο πάροχος πρέπει να υποβάλει στοιχεία νομικής  υπόστασης, εταιρικής εγγραφής, αδειοδοτημένων όπου εφαρμόζεται και δήλωση ότι δεν έχει υποστεί ουσιώδεις εποπτικές κυρώσεις, διοικητικά πρόστιμα ή περιοριστικά μέτρα τα τελευταία πέντε (5) έτη. 
	1. Πιστοποιητικό Εγγραφής
2. Εταιρική Δομή
3. Δηλώσεις Κανονιστικής Συμμόρφωσης 


	2
	 Κατάλογος έργων. Τουλάχιστον 3 σχετικά references τα οποία να έχουν συνολική αξία τουλάχιστον €1.000.000 (1 Εκατομμύριο Ευρώ) ώστε να διασφαλίζεται η εμπειρία σε περιβάλλοντα enterprise κλίμακας. 
	Κατάλογος έργων. Τουλάχιστον 3 σχετικά references τα οποία να έχουν συνολική αξία τουλάχιστον €11.000.000. 


	3
	Πιστοποίηση ISO 27001 για όλο τον οργανισμό και SOC2 ή ισοδύναμη πιστοποίηση για το πεδίο των managed security services, SOC operations ή  information security management.
	Ενεργό πιστοποιητικό ISO 27001 και SOC2. Παρακαλώ προσκομίστε τα απαραίτητα στοιχεία από διαπιστευμένο φορέα πιστοποίησης προς τεκμηρίωση.


	4
	Η πλατφόρμα SIEM πρέπει να παρέχεται από προμηθευτή με  έδρα και ιδιοκτησία εντός της ΕΕ, είτε μέσω διεθνώς αναγνωρισμένου παρόχου Cloud ο οποίος προσφέρει εξειδικευμένη λύση  Ευρωπαϊκής Ψηφιακής Κυριαρχίας (EU Sovereign Cloud/ EU Assured Workloads). 

Η λύση πρέπει αποδεδειγμένα να διασφαλίζει ότι:

 Data Residency:Όλα τα δεδομένα (logs, events, metadata και backup) αποθηκεύονται και υποβάλλονται σε επεξεργασία αποκλειστικά εντός της Ευρωπαϊκής Ένωσης

Sovereign Operations & Support: Η τεχνική υποστήριξη, η διαχείριση της πλατφόρμας και οι λειτουργίες παροχής υπηρεσιών (operations) διενεργούνται αποκλειστικά από προσωπικό (μηχανικούς υποστήριξης) που εδρεύει φυσικά εντός της ΕΕ, τελεί υπό δικαιοδοσία της ΕΕ και έχει υποβληθεί στους απαραίτητους ελέγχους ασφαλείας. 

Έλεγχος κρυπτογράφησης (Encryption Governance): Ο Αναθέτων Φορέας (ή ο εξουσιοδοτημένος Ευρωπαίος συνεργάτης του) θα διατηρεί τον αποκλειστικό έλεγχο κλειδιών κρυπτογράφησης των δεδομένων (π.χ. μέσω τεχνολογιών External Key Management – EKM / Hold Your Own Key), εμποδίζοντας την πρόσβαση στα δεδομένα από οποιαδήποτε οντότητα εκτος ΕΕ, ακόμη και από τον ίδιο τον πάροχο της υποδομής. 

Απαγορεύεται η μεταφορά ή η πρόσβαση σε δεδομένα από χώρες εκτός ΕΕ, εκτός εάν έχει προηγηθεί ρητή γραπτή έγκριση του Αναθέτοντος Φορέα και διασφαλίζονται κατάλληλες νομικές εγγυήσεις
Ο προμηθευτής οφείλει να παρέχει διαφάνεια ως προς τις τοποθεσίες αποθήκευσης και επεξεργασίας δεδομένων (data center locations)

Subcontracting is not permitted without prior written approval by KEDIPES. All approved subcontractors/sub-processors must be disclosed and must comply with the same security, confidentiality, data residency and regulatory requirements.
	Ο προσφέρων οφείλει να υποβάλει:

1. Απόδειξη εταιρικής έδρας του Προσφέροντος εντός ΕΕ και, σε περίπτωση χρήσης υποδομών/πλατφορμών παρόχων με μητρική εταιρεία εκτός ΕΕ, επίσημη τεκμηρίωση της λύσης Ψηφιακής Κυριαρχίας (EU Sovereign Cloud / EU Assured Workloads) που εφαρμόζεται, η οποία απομονώνει πλήρως τα δεδομένα από τη δικαιοδοσία τρίτων χωρών.Τεκμηρίωση αρχιτεκτονικής και ροής δεδομένων (data flow), με σαφή απεικόνιση ότι η επεξεργασία και η αποθήκευση γίνονται αποκλειστικά εντός των ορίων της ΕΕ.
2. Δήλωση τοποθεσιών (Data Center Locations) αποθήκευσης και επεξεργασίας δεδομένων (συμπεριλαμβανομένων των logs, metadata και backups) αποκλειστικά εντός ΕΕ.
3. Λίστα υπεργολάβων (sub-processors) των χωρών εγκατάσταης τους και των νομικών/τεχνικών εγγυήσεων που τους δεσμέυουνν 
4. Συμφωνία επεξεργασίας δεδομένων (DPA) και τεκμηρίωση συμμόρφωσης με τον GDPR
5. Περιγραφή τεχνικών και οργανωτικών μέτρων ασφάλειας (TOMs), συμπεριλαμβανομένης της αρχιτεκτονικής κρυπτογράφησης με κλειδιά υπό τον αποκλειστικό έλεγχο του πελάτη (External Key Management – EKM / HYOK), η οποία διασφαλίζει ότι ο πάροχος δεν έχει τεχνικά τη δυνατότητα πρόσβασης στα δεδομένα. 

6. Πολιτική διαχείρισης περιστατικών και ειδοποίησης παραβιάσεων
7. Τεκμηρίωση Επιχειρησιακής Ανεξαρτησίας (Operational Autonomy), που να αποδεικνύει ότι η καθημερινή λειτουργία, η διαχείριση και το Support της λύσης διενεργούνται αποκλειστικά από προσωπικό που εδρεύει και τελεί υπό δικαιοδοσία εντός της ΕΕ, διασφαλίζοντας τη μη κρίσιμη εξάρτηση από οντότητες εκτός ΕΕ.


	5
	Ο πάροχος πρέπει να διαθέτει τεκμηριωμένο Business Continuity Plan & Disaster Recovery Plan για την υπηρεσία. 
	BCP/DR summary. Test report ή δήλωση τελευταίας άσκησης. 
H πιστοποίηση ISO 22301 (Συστήματα Διαχείρισης Επιχειρησιακής Συνέχειας), η οποία να έχει εκδοθεί από διαπιστευμένο φορέα πιστοποίησης θα θεωρηθεί επιπλέον προσόν. 


	6
	Ο προσφέρων πρέπει να διαθέτει γραφεία και επαρκή προσωπικό στη Κύπρο. Το SOC να είναι στην Κύπρο
	Παρακαλώ συνάψτε σχετικά δικαιολογητικά.

	7
	Ο προσφέρων πρέπει να αποδείξει ότι διαθέτει επαρκή οικονομική ευρωστία για την παροχή των ζητούμενων υπηρεσιών καθ’ όλη τη διάρκεια της σύμβασης
	1. Τελευταίες τρείς (3) ελεγμένες οικονομικές καταστάσεις
2. Βεβαίωση Good Financial Standing
3. Δήλωση μη ύπαρξης διαδικασιών αφερεγγυότητας.



	Α/Α
	Προδιαγραφή 
	Αποδεικτικό στοιχείο
	ΝΑΙ / ΟΧΙ

	1
	Number of Personnel
	[bookmark: Text1]     
	[bookmark: Text5]     

	2
	Full Names
	[bookmark: Text2]     
	[bookmark: Text6]     

	3
	CVs (provide copies)
	[bookmark: Text3]     
	[bookmark: Text7]     

	4
	Certification for each member of the team
	[bookmark: Text4]     
	[bookmark: Text8]     



B. Τεχνικές Προδιαγραφές προϊόντος  	
1. General Requirements
	Α/A
	SIEM / SOC, EDR / XDR(MDR) Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Service Model
	Η υπηρεσία πρέπει να παρέχει 24x7x365 παρακολούθηση, ανάλυση, διερεύνηση και ειδοποίηση περιστατικών ασφαλείας
	[bookmark: Text9]     
	[bookmark: Text12]     

	2
	SOC Capability
	Service should be capable of delivering next generation SOC capabilities like PREDICT, DETECT & RESPOND with advanced threat hunting, monitoring, detection, auto containment & remediation features including threat intelligence, orchestration, playbooks, automation supported by machine learning.

Service should be scalable and support high availability architecture
	[bookmark: Text10]     
	[bookmark: Text13]     

	3
	Licensing
	Provide the licensing details for the proposed solution (periodic or perpetual, licensed by seat, IP addresses, named users, events per second, Volume in GB/day ) and what happens in the case of license violation.
	[bookmark: Text11]     
	[bookmark: Text14]     

	4
	Administration
	The service provider should be fully responsible for administering the proposed service, including configuration, tuning, patching, regular backup of the system, restoration, storage capacity, installation, removal, troubleshooting of any related component, health check monitoring

	     
	     

	5
	Service Delivery
	The platform should be hosted in a data center or cloud located within the EU with ISO/IEC 27001 certification. The service provider shall maintain ISO/IEC 27001 certification while the underlying cloud and platform services shall have SOC 2 Type II certification.

	     
	     

	6
	GDPR
	Ο προσφέρων πρέπει να συμμορφώνεται με GDPR και να υπογράψει DPA όπου απαιτείται.
No Personal Data should leave KEDIPES premises. If required, then data scrambling/masking should be made at KEDIPES Side

	     
	     

	7
	Data Security
	Τα δεδομένα πρέπει να κρυπτογραφούνται σε μεταφορά και αποθήκευση.

	     
	     

	8
	Access Control
	Η πρόσβαση του παρόχου πρέπει να βασίζεται σε named accounts με δυνατότητα ενοποίησης με Κεντρικό Σύστημα Ταυτοποίησης (SSO / SAML / OIDC), με υποχρεωτική χρήση MFA, Role-Based Access Control (RBAC), αρχή του least privilege και πλήρες, μη τροποποιήσιμο audit trail.

	     
	     

	9
	Audit Trail
	The platform should be able to have full audit trail of user activity and platform activity.

	     
	     

	10
	Service Availability
	Ο προσφέρων πρέπει να παρέχει ελάχιστη διαθεσιμότητα 99,9% εξαιρουμένων προγραμματισμένων εργασιών συντήρησης.

	     
	     

	11
	Governance
	Ο προσφέρων πρέπει να παρέχει εβδομαδιαίες συνάντησης κατά το onboarding, μηνιαία service reviews και quarterly business reviews.

	     
	     

	12
	Training
	Ο προσφέρων πρέπει να παρέχει εκπαίδευση σε IT και security  administrators.

	     
	     

	13
	Evidence Support
	Ο προσφέρων πρέπει να παρέχει logs, incident reports και evidence για audit, νομικούς και κανονιστικούς σκοπούς.

	     
	     



2. Managed SIEM Requirements
Αφορά την παροχή, υλοποίηση, παραμετροποίηση, λειτουργία, διαχείριση και συνεχή βελτιστοποίηση της πλατφόρμας SIEM, περιλαμβανομένης της συλλογής και συσχέτισης συμβάντων ασφάλειας, της ανάπτυξης use cases, της παραγωγής αναφορών και της υποστήριξης απαιτήσεων συμμόρφωσης.

2.1. SIEM Platform Features 
	Α/A
	SIEM
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Platform Overview
	Single Pane of glass platform for security monitoring and response
	     
	     

	2
	Architecture & Data Ingestion
	The SIEM platform should provide a mechanism for high-speed real-time data collection, ingestion and analysis with the capability of dynamic horizontal and vertical expansion if and when is required. Please describe how this is achieved.
	     
	     

	3
	Analytics & Performance Metrics
	SIEM must support unified data collection and analytics from diverse information sources including logs, performance metrics, SNMP Traps, security alerts, and configuration changes. 

SIEM should take the analytics traditionally monitored in separate silos — SOC and NOC — and bring that data together for a comprehensive view of the security and availability of the business 

Every piece of information shall be converted into an event which is first parsed and then fed into an event-based analytics engine for monitoring real-time searches, rules, dashboards, and ad-hoc queries
	     
	     

	4
	Rule Type & Detection
	Platform shall use either a distributed real-time event correlation engine or at least a correlation engine that can detect complex event patterns in real-time. 

SIEM platform must support correlation rules and attack modeling with anomalous behavior to detect incidents. 

Rules must be continuously followed by the service provider

The platform should support query language to facilitate searching of logs

The platform should support searching of logs using natural language
	     
	     

	5
	Log Parsing
	SIEM must have a library of predefined log parsers for the most common vendors. 

SIEM must allow the use of an event parsing language that is easy to modify to allow extension of log parsing capabilities according to requirements.
	     
	     

	6
	Log Parsing
	The process for integrating any unsupported log sources into the platform must be described.
	     
	     

	7
	Internal Audit
	Capability to automatically create profiles/baselines for users and machines and analyse their behaviour (UEBA). Please describe how UEBA functionality is provided.

The proposed solution must inspect and audit user accounts of Active Directory for:
· Inactive users
· Nested groups
· Successful and unsuccessful login attempts
· Expired codes
· Soon-to-expire passwords

The solution must provide the ability to audit the Active Directory environment through a centralized management console.
All relevant licenses necessary to support this functionality must be provided as part of the offered solution.

	     
	     

	8
	Operational Context & Rapid Security Analytic
	
The SIEM should correlate telemetry and contextual information across users, devices, applications, identities, and network activity to support rapid triage and investigation of security incidents. User context should include, where available, identity attributes, IP address history, authentication events, and geolocation information.
	     
	     

	9
	Automated Infrastructure Discovery & Application Discovery Engine

	SIEM should support integration with Asset Management or CMDB solutions and use asset context for detection, investigations, and reporting. . (must be added)
	     
	     

	10
	Dynamic User Identity Mapping
	The platform shall dynamically associate identities with devices, IP addresses, authentication events, cloud accounts, applications and locations by using telemetry from Active Directory, cloud identity providers, DHCP, VPN, EDR and other available sources. Investigations and detections shall support identity based context rather than reliance on IP address alone.


	     
	     

	11
	Automated Incident Mitigation
	SIEM should support a mechanism to automatically respond to Incidents or threats. 

SIEM automated response mechanism should support various vendors. 

As a minimum automated response mechanism should support actions like  

· Disabling a user’s Active Directory account 

· Disabling a switch port 

· Blocking an IP address on a Firewall 

· DE-authenticating a user on a WLAN Access Point 

· 5) Quarantine IPs on Firewall
The above requirements should be configurable using workflows, allowing to define specific conditions, actions, triggers that need to be configured through a SOAR solution. The minimum integrations that should be available (out-of-the box) should include the integration with Active Directory, Azure Active Directory, at least native integration with 5 different firewall vendors and at least with 5 different EDR solutions. The SOAR solution to be included as part of the overall solution.

	     
	     

	12
	Security Intelligence
	MSSP should provide Threat Intelligence and Indicators of Compromise (IOC) and Threat Intelligence (TI) feeds from commercial, open source, and custom data sources integrate easily into the security TI framework and fully integrated with the SIEM platform for fast response to threats, without any additional cost.

	     
	     

	13
	User Entity Behavioral Analytics (UEBA)
	SIEM should provide User and Entity Behavior Analysis capabilities. 

UEBA telemetry should collect high-fidelity user-based activities that include User, Process, Device, Resource, and Behavior. 

UEBA should leverage machine learning to identify unknown bad activities that can be alerted and acted upon

	     
	     

	14
	Advanced Analytics & Reporting 
	SIEM should be able to perform the following:  

· Search events in real time 

· Keyword and event-based searches 

· Search historical events through an easy-to-use interface and non-query specific language. 

· Use discovered objects, user/ identity and location data in searches and rules 

· Schedule reports and deliver results via email to key stakeholders 

· Search events across the entire organization, or down to a physical or logical reporting domain 

· Offer the capability to save, share and generate reports from the analytics queries 

· Creation of Dynamic watch lists for keeping track of critical violators with the ability to use watch lists in any reporting rule
· Use AI technology to support the preparation of search queries using human language
	     
	     

	15
	Configuration Change Monitoring
	Provide File Integrity Monitoring Capabilities, allowing integration and collection of logs for the detection of changes to sensitive configuration files.
	     
	     

	16
	Baselining & Statistical Anomaly Detection
	Baseline endpoint/ server/ user behavior, provide behavior analysis according to the hour of the day and day of the week. 

Must provide the capability to generate baseline monitoring on any information collected or parsed by the system. 

Built-in and customizable triggers on statistical anomalies

	     
	     

	17
	Ability to monitor
	· Network Devices including Switches, Routers, Wireless LAN 

· Security devices — Firewalls, Network IPS, Web/Email Gateways, Malware Protection, Vulnerability Scanners 

· Servers including Windows, Linux, AIX, HP UX 

· Infrastructure Services including DNS, DHCP, DFS, AAA, Domain Controllers, VoIP 

· User-facing Applications including Web Servers, App Servers, Mail, Databases 

· Cloud Apps including AWS, Azure, Google Cloud etc. 

· Cloud infrastructure including AWS, Azure, Google Cloud etc. 

· Environmental devices including UPS, HVAC, Device Hardware 

· Virtualization infrastructure including VMware ESX, Microsoft Hyper-V
	     
	     

	18
	No End of Life Assurance
	The proposed SIEM platform must be actively maintained, have a clear product roadmap, and remain supported throughout the contract period (i.e., no end-of-life) This solution should have been positioned as a leader by any of the following Technology Analysts over the last 2 years (IDC, Gartner, Forester)
	     
	     

	19
	Data Visualization
	The SIEM solution must show logs in real time, allow storage and access to them, and link them to known attack indicators.
	     
	     

	20
	Data Masking
	The solution must provide granular data masking capabilities, allowing the customer to define specific data fields for obfuscation. All data masking operations must be performed locally at the collector level prior to transmission. The solution must guarantee that no sensitive data selected for masking leaves the customer's environment or is transmitted to the SOC environment unmasked.

	     
	     

	21
	MFA
	The proposed solution must support at least the below MFA methods for login into the SIEM platform. 
· SMS
· Push notifications
· Email
	     
	     

	
	
	
	
	
























2.2. Log Sources and Monitoring 
	Α/A
	SIEM
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Log Collection
	
System related events

Account privilege changes or group changes

Authentication failures and geo-mapping for online applications like Office 365

Suspicious event logs from security appliances (Firewall, Antivirus, EDR, MDR, etc..)

Events from DHCP, DNS and applications (Web Servers, Database, Storage, VPN Gateways etc.)

Collect flow monitoring logs (NetFlow, IPFIX, Sflow)

Supports the log collection from various network systems (routers, switches).

Supports the log collection from various network systems (routers, switches).

The system should be able to collect logs from cloud applications like AWS, Azure, Cisco Umbrella, Office365, Oracle. (e.g., Failed/Successful logins, Cloud App Security Activity, Audit logs)

The system should be able to collect logs from wireless LANs
The solution shall allow bandwidth management, rate limiting, at the log collector level.

The solution should have the capability to compress the logs for storage optimization.

The system shall be able to capture all details in raw log, events and alerts and normalize them into a standard format for easy comprehension

Support log collection from custom files or directories

Components installed at customer premises should have the capability to store information temporarily to accommodate for loss of communication with main system or connectivity issues.


	     
	     

	2
	AI Capabilities
	




AI processing must be hosted within the SIEM provider’s private data center infrastructure. Dependency on third-party AI services is not allowed.





	     
	     

	3
	AI Capabilities
	The proposed solution shall support the combined use of Generative AI and Agentic AI capabilities. 
Generative AI must support the minimum following requirements: 
· alert summarization 
· threat narrative and forensic timeline generation 
· contextual alert enrichment 
· automated report generation 
· interpretation of logs, alerts, and analyst inputs 
· remediation recommendations 
Agentic AI must support the minimum following requirements: 
· autonomous anomaly detection and hypothesis generation 
· automated investigation initiation 
alert prioritization and response actions, autonomous containment actions (e.g., endpoint isolation, IP configuration)
	     
	     

	4
	User Identity, Location & Account Information
	The solution should provide AD user details (name, ou, dc, password age)

The solution should provide user web activity monitoring (Website categories, accessed files with suspicious extensions)

The solution should provide user Identity and Location monitoring

The solution should provide automatic User and device Risk Scoring with timelines

The solutions should provide application monitoring by users and connections like (Remote Access Apps, Cloud Drives, Microsoft Business Apps, Social Media)

User policy violations like Inappropriate website access, unauthorized access etc.
	     
	     

	5
	System Availability
	System up/ down monitoring — via Ping, SNMP, WMI, Uptime Analysis, Critical Interface, Critical Process and Service, BGP/OSPF/EIGRP status change, Storage port up/ down
	     
	     

	6
	Service Availability
	Service availability modeling via Synthetic Transaction Monitoring — Ping, HTTP, HTTPS, DNS, LDAP, SSH, SMTP, IMAP, POP, FTP, JDBC, ICMP, trace route, User behavior modelling and for generic TCP/UDP ports

	     
	     

	7
	Platform Security
	· Role-based Access Control for restricting access to GUI and data at various levels
· All inter-module communication protected by HTTPS
· Full audit trail of user activity
· Full audit trail of platform and process activity
· Central software upgrade utilizing push/pull technology of all components, including any collectors and agents at Customer premises managed by the provider.
· Policy-based archiving
· Hashing of logs in real time for non-repudiation and integrity verification
· Sensitive data obfuscation of all information collected
· Baseline metrics and detect significant deviations

· Flexible user authentication — local, external via Microsoft AD and OpenLDAP, Cloud SSO/SAML via Okta, Duo, RADIUS


	     
	     

	8
	Agents Monitoring
	The Solutions should provide a centralized platform for the management of agents, covering the updates of the agents, the configuration, the monitoring. Changes to the configuration should be tracked and compared automatically with previous versions to allow auditing of configurations

	     
	     

	9
	Agents Configuration Templates
	The solution should have out of the box libraries covering the configuration of logs to be collected, ingested. The templates should be used to deduplicate events, remove unecessary information, enrich the event before being ingested into the SIEM platform.

	     
	     

	10
	Log Retention Period
	Logs should be stored the same storage (hot storage, fully searchable) for a period of at least 6 months.

	     
	     




2.3. SOAR and Security  Automation 
	Α/Α
	SIEM/SOAR
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Automated Incident Mitigation & Remediation
	
System should provide automated and semi-automated response capabilities for mitigation, containment and remediation of security threats.
The solution should support orchestration across multiple security technologies through native integrations, APIs and industry-standard interfaces.
The response framework should be extensible and customizable to support future integrations, custom workflows and organization-specific requirements.

	     
	     

	2
	Automated Playbooks
	SOAR capabilities must be natively integrated into the SIEM platform, without requiring a separate license or a third-party product. All operational licenses must be included. )

	     
	     

	3
	ML-Based Incident Response
	Machine Learning for pattern recognition, recommendation engine, threat campaign identification, auto classification/risk adjustment. 

	     
	     

	4
	AI Creation of Playbooks
	AI should be used to support the generation of playbooks for responding to incidents. This should include the design of workflows to automate the response and assist with the creation using natural language

	     
	     

	5
	AI-Assisted Investigation
	The platform should provide native AI-assisted investigation capabilities including alert summarization, natural language querying, incident enrichment, recommendation of next actions, threat hunting assistance and workflow generation.

Modern SOC operations generate large volumes of alerts and telemetry that require efficient triage and investigation. Native AI-assisted capabilities can improve analyst productivity, accelerate investigations, reduce mean time to detect (MTTD) and mean time to respond (MTTR)

	     
	     







2.4. SIEM Deployment and Support 
	Α/Α
	SIEM
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Deployment & Support
	
The solution should be integrated with KEDIPES’s Asset Management Platform. The provider must describe the integration method and confirm feasibility. 

The provider is expected to perform full administration and operation of the service 

Centralized administration of SIEM technology. Centralized configuration and content updates across all components. 

The solution should be able to allow a user to create an active case under investigation and track the process, evidence and actions taken to resolve. 

The solution should be able to continue collecting data during database backup, de-fragmentation and other management scenarios, without any disruption to service. 

The solution must automate internal health checks and notify the user in case of problems.

	     
	     

	2
	Log Collection
	For the log collection process, the proposed solution must support deployment of either a physical or virtual collector appliance at the customer’s premises. This on-site collector must perform various functions locally, such as: 
· Log collection
· Analysis
· Normalization
· Archiving
· Correlation 
before transmission to the central SOC environment.

	     
	     

	3
	Log Archiving
	The proposed solution must support archiving of raw log data at the customer’s premises. The archived data must be digitally signed, compressed and encrypted.

	     
	     




2.5. SIEM Technology Integration
	Α/Α
	SIEM
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	External Threat Intelligence Integrations
	
APIs for integrating external threat feed intelligence — Malware domains, IPs, URLs, hashes, Tor nodes 

Built-in integration for popular threat intelligence sources 

Support for STIX and TAXII formatted feeds 

Technology for handling large threat feeds — incremental download and sharing within cluster, real-time pattern matching with network traffic



	     
	     

	2
	External Technology Integrations
	Integration with any external web site for extending information (like IP address lookup) 

API-based integration for external threat feed intelligence sources 

Provide a methodology for integrating and transmitting information to external analytics engines for further analysis by the organization. 

API-based two-way integration with help desk systems 

API-based two-way integration with external CMDB
	     
	     

	3
	Vulnerability Scanners
	SIEM must be able to ingest data from vulnerability scanners (e.g., Nessus, Qualys, Nexpose)
	     
	     

	4
	Security Orchestration and Automatic Response Integration (SOAR)
	Platform must have capabilities and orchestrate responses across the entire infrastructure footprint of the organization (including but not limited Active Directory, Email System, Web Servers, WAF, Sandbox, NAC, Network, Routers, Web Servers etc..) - (SOAR Playbook Workflows or SIEM Scripts)
	     
	     



2.6. SIEM Platform Infrastructure
	Α/Α
	SIEM
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Infrastructure Security
	The service must operate in an isolated configuration where none of the systems has direct internet access without passing through a multi-layer protection system, as a minimum Web Application Firewall and UTM should front the service. 
Present how you secure access and protect the service.
	     
	     

	2
	Data Security
	Data must be encrypted during transport and storage. 

Where applicable the storage of information must use encryption key rotation to minimize the impact of any information or key loss.
	     
	     

	3
	High Availability
	Uptime of 99.9%
	     
	     

	4
	Data Availability & Storage
	Storage should support dynamic expansion without impact on the system to accommodate growth requirements and log spikes. 

Indicate data retention capabilities of the platform. Minimum should be 12 months in hot storage. 

A BCP process and DR capabilities must be present to recover from faults or disasters 

The service should provide backups to ensure recovery and no data loss
	     
	     

	5
	Live Search
	The proposed solution must support a minimum log retention for a period of three (3) months. The Contractor is required to include within the scope of the offered solution any relevant license required to cover the above requirement.
	     
	     






2.7. SIEM Threat Intelligence Operations
	Α/Α
	SIEM
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Attack Surface Monitoring
	MSSP should be able to optionally provide external attack surface monitoring. (eg., Monitoring network perimeter for exposed services, unusual changes, software versions) (Optional)


	     
	     

	2
	Risk Based Vulnerability Assessment
	The provider should be able to optionally provide vulnerability assessment services. (Optional) 

Mapping MITRE ATT&CK to CVE to calculate attack impact


	     
	     

	3
	Operation Intelligence
	Threat Intelligence team, if required must be in a position to provide Operational Intelligence. Operational Intelligence should include but not be limited to (Optional): 

Dark web, Deep web, clear net monitoring for potential attacks to the organization 

Monitor dark web, deep web and clear net for data loss and credential theft 

Monitor dark web and deep web for imminent attacks in the region for organizations in the same vertical 

Monitor dark web for new TTPs for technologies and manufactures that are utilized within the organization’s network 

Generate specific Threat Intelligence tailored for industry vertical 

Monitor New Domain Registration that can be used to initiate a phishing campaign emulating the organization


	     
	     

	4
	Threat Data Feeds
	Threat intelligence used in rules and activity profiling 

Threat Intelligence should be updated at least once every 24hours 

Threat Intelligence to provide reputation data feeds for actionable intelligence on IP addresses and Domains/URLs exhibiting malicious activity such as malware distribution and botnet command and control server communication. The data feeds should be derived from activity on the Internet and a reputation score along with additional contextual attributes should be provided for each of the IP address and Domains/URLs.


	     
	     

	5
	Device IOC Ingestion
	The platform should be in a position to ingest IOCs generated from platforms that perform analysis for the organization, like Sandbox, Honeypot, WAF etc..

	     
	     

	6
	ATT&CK Cyber Threat Intelligence
	Where applicable Incidents should be mapped against the MITRE ATT&CK matrix 

The solution should showcase the current rule maturity against the MITRE ATT&CK matrix 

Threat Intelligence Reporting trough effective attack tactics, techniques and business impact level 

MITRE Security Stack Mappings on Critical Assets, and cloud applications like Azure & AWS. 

Advance Persistent Threats Operational Flow Analysis based on customer's line of business for modeling the attacks in the SIEM

	     
	     

	7
	Attack Simulations
	MSSP should provide attack simulation and security validation services to assess the effectiveness of security controls, SIEM detections, SOC processes, incident response capabilities and monitoring effectiveness. The service should support activities such as adversary emulation, purple teaming, detection validation, use-case validation and control effectiveness assessments.

	     
	     



3. Managed SOC Requirements
Αφορά την παροχή υπηρεσιών Security Operations Center (SOC), περιλαμβανομένης της παρακολούθησης συμβάντων ασφάλειας, της διαλογής και επικύρωσης ειδοποιήσεων, της διερεύνησης περιστατικών, της κλιμάκωσης, του threat hunting, της υποστήριξης στην απόκριση και της περιοδικής αναφοράς.

3.1. SOC Service Coverage and Operating Model
	Α/A
	SOC Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Service Coverage
	The SOC service should provide 24x7x365 monitoring, triage, investigation and escalation for agreed security alerts and log sources.
	     
	     

	2
	Service Coverage
	The SOC service should operate with a documented shift-based model and formal handover procedures between analyst shifts. 
	     
	     

	3
	Service Coverage
	The SOC service should provide L1, L2 and L3 analyst support with documented roles and responsibilities
	     
	     

	4
	Service Coverage
	The SOC service should support peak alert volumes without material service degradation
	     
	     

	5
	Service Location
	The SOC service operations and related data processing should be performed within the EU, unless otherwise approved in writing by KEDIPES.
	     
	     

	6
	Service Resilience
	The SOC service should have documented redundancy, business continuity and disaster recovery arrangement. 
	     
	     

	7
	Governance
	The vendor should provide a named Service Manager and escalation deputy for the SOC service. 
	     
	     

	8
	Subcontractors
	Subcontracting is not permitted without prior written approval by KEDIPES. All approved subcontractors/sub-processors must be disclosed and must comply with the same security, confidentiality, data residency and regulatory requirements.

	     
	     

	9
	AI Capabilities
	Vendor must describe how AI and machine learning support analysts work.
	     
	     

	10
	
	KEDIPES must have secure online access to the platform
	     
	     

	11
	Dark Web Monitoring
	Vendor must monitor dark web for KEDIPES related exposure. 
	     
	     

	12
	DNS Security
	The proposed solution must include a dedicated DNS security capability that continuously monitors all DNS traffic within the organization. The solution must inspect DNS queries and responses in real time, identify threats such as connections to malicious domains, command-and-control (C2) communications, DNS tunnelling attempts, and data exfiltration over DNS, and generate security alerts with contextual information including queried domain, threat category, and action taken.
	     
	     

	13
	DNS Security
	All DNS security events and alerts must be forwarded to the SIEM platform in real time and must be available for cross-source correlation with security findings from other systems. The solution must ensure that DNS-based threat indicators contribute to unified incident detection and investigation workflows within the platform.
	     
	     

	14
	Architecture Review Services

	The provider must conduct an Architecture Review service during both the onboarding phase and annually to assess the customer’s infrastructure, identify visibility gaps and security risks.
	     
	     




3.2. SOC Roles and Responsibilities
	Α/A
	SOC Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	L1 Analyst Role
	The SOC service should include L1 analysts responsible for alert monitoring, initial triage, validation, classification and ticket creation.

	     
	     

	2
	L2 Analyst Role
	The SOC service should include L2 analysts responsible for investigation, enrichment, correlation, incident analysis and escalation recommendations.

	     
	     

	3
	L3 Analyst Role
	The SOC service should include L3 analysts responsible for advanced analysis, threat hunting, complex incident support and detection improvement recommendations.
 
	     
	     

	4
	SOC Team Lead
	The SOC service must include a designated Team Lead / Service Delivery Manager responsible for oversight, quality control, SLA compliance monitoring, and serving as the primary escalation contact for KEDIPES leadership.
	     
	     

	5
	KEDIPES responsibility
	KEDIPES should retain responsibility for business impact assessment, approval of high-impact containment actions and remediation decisions unless otherwise agreed. 
	     
	     

	6
	Vendor Responsibilities
	The vendor should retain responsibility for monitoring, detection, triage, investigation, escalation, reporting and response support for agreed SOC services. 
	     
	     




3.3. Alert Triage and Investigation
	Α/A
	SOC Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Alert Triage
	The SOC service should triage alerts based on agreed severity levels and classification criteria.

	     
	     

	2
	Alert Validation
	The SOC service should validate alerts to determine whether they represent true positive, false positive or informational activity.
 
	     
	     

	3
	Alert Enrichment
	The SOC service should enrich alerts using available context, including asset criticality, user identity, endpoint telemetry, threat intelligence and historical activity. 

	     
	     

	4
	Correlation
	The SOC service should correlate events across SIEM, EDR/XDR, identity, network, cloud and endpoint sources where available.
 
	     
	     

	5
	False Positive Handling
	The SOC service should document false positives and recommend tuning actions to reduce repeated low-value alerts.

	     
	     

	6
	Case Management
	The SOC service should maintain a case or ticket for each validated incident, including timeline, actions, evidence and closure status. 

	     
	     

	7
	SLA Tracking
	The SOC service should track response and escalation SLAs for each alert and incident. 

	     
	     






3.4. Incident Escalation and Communication
	Α/A
	SOC Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Escalation Matrix
	The vendor should provide a formal escalation matrix with named roles, contact channels and escalation levels.
	     
	     

	2
	Critical Incident Escalation
	Critical Incidents should be escalated by phone, ticket and email within the agreed SLA.
	     
	     

	3
	High Incident Escalation
	High severity incidents should be escalated through ticketing and email, with phone escalation where required by the agreed procedure.
	     
	     

	4
	Low/ false positive Incident Escalation
	Low severity or false positive incidents should be escalated through ticketing. 
	     
	     

	5
	Communication Channels
	The SOC service should provide 24x7 contact channels, including phone, email and ticketing or case management portal. 
	     
	     

	6
	Incident Updates
	The SOC service should provide regular update during active critical and high severity incidents based on the agreed update frequency. 
	     
	     


3.5. Threat Hunting and Threat Intelligence
	Α/A
	SOC Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Proactive Threat Hunting
	The SOC service should perform proactive threat hunting activities based on agreed frequency, risk areas, threat intelligence and MITRE ATT&CK techniques
	     
	     

	2
	Reactive Threat Hunting
	The SOC service should perform reactive threat hunting following confirmed or suspected incidents to identify affected systems, users and indicators. 
	     
	     

	3
	Threat Intelligence Enrichment
	The SOC service should use relevant threat intelligence to enrich alerts, incidents and hunting activities
	     
	     

	4
	Indicator of Compromise (IOC) Handling
	The SOC service should support native and external threat intelligence ingestion, correlation, automated enrichment and reporting across available SIEM, EDR/XDR and security  platforms.
	     
	     

	5
	MITRE ATT&CK Mapping
	Where applicable, detections, incidents and threat hunting results should be mapped to MITRE ATT&CK tactics and techniques. The platform should provide visualization, reporting and analytical views based on the MITRE ATT&CK framework
	     
	     



3.6. Incident Response Support and Evidence Handling
	Α/A
	SOC Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Incident Response Support
	The SOC service should provide incident response support on a 24x7 basis for critical and high severity incidents
	     
	     

	2
	Containment Recommendations
	The SOC service should provide containment recommendations based on investigation findings and approved playbooks.
	     
	     

	3
	High-Impact Actions
	The SOC service should not execute high-impact containment or remediation actions without KEDIPES approval, unless explicitly pre-approved in agreed playbooks.
	     
	     

	4
	Evidence Collection
	The SOC service should support collection and preservation of relevant forensic evidence where technically and contractually feasible. 
	     
	     

	5
	Audit Trail
	The SOC service should maintain a full audit trail of analyst actions, escalations, communications and response activities.
	     
	     

	6
	Incident Report
	The SOC service should provide an incident report for confirmed incidents, including timeline, affected assets, IOCs analysis, actions taken and recommendations. 
	     
	     

	7
	Post-Incident Review
	The vendor should support post-incident review for critical and high severity incidents and provide improvement recommendations. 
	     
	     

	8
	Reports
	The vendor should be responsible for creating any reports after request
	     
	     


3.7. SOC Tools, Integration and Continuous Improvement

	Α/A
	SOC Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	SIEM Integration
	The SOC service should integrate with the SIEM platform used for monitoring, correlation, alerting and investigation.
	     
	     

	2
	EDR/XDR Integration
	The SOC service should integrate with the EDR/XDR platform used for endpoint investigation and response support. 
	     
	     

	3
	Ticketing Integration
	The SOC service should integrate with the agreed ticketing or case management process.
	     
	     

	4
	Playbooks
	The SOC service should maintain documented investigation and response playbooks for common attack scenarios.
	     
	     

	5
	Detection Improvement
	The SOC service should recommend improvements to detection rules, use cases, correlation logic and alert tuning.
	     
	     

	6
	Automation Support
	The SOC service should support automation or SOAR workflows where available and approved by KEDIPES. (Workflow Playbook SOAR or SIEM Scripts)
	     
	     

	7
	Knowledge Transfer
	The vendor should provide knowledge transfer, awareness and operational guidance to KEDIPES IT, security teams and Information Security teams where required. 
	     
	     

	8
	Unsupported/Unknown sources
	Describe the process of integrating non-supported sources to the platform
	     
	     







4. Managed EDR/XDR Requirements
Αφορά την παροχή, υλοποίηση, παραμετροποίησης, λειτουργία, διαχείριση και συνεχή βελτιστοποίηση υπηρεσίας EDR/XDR για την προστασία τελικών σημείων, servers και σχετικών πληροφοριακών πόρων, περιλαμβανομένης της ανίχνευσης, διερεύνησης, περιορισμού και απόκρισης σε απειλές. 

4.1. EDR/XDR Infrastructure
	Α/A
	EDR / XDR Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	On-Premises Deployment
	Support full on-premises server deployment for environments with strict data residency requirements
	     
	     

	2
	SaaS Deployment 
	Support cloud-hosted SaaS deployment managed by the vendor
	     
	     

	3
	Hybrid Deployment
	Support Hybrid deployment (mix of on-prem and cloud components)
	     
	     

	4
	Automated Agent Distribution
	Support automated deployment through the enterprise software deployment platforms. 
	     
	     

	5
	Encrypted Agent Communication
	All communication between the EDR management server and endpoint agents must be encrypted
	     
	     

	6
	OS Support
	Windows 10, 11 Pro.
Windows Server 2012 r2, 2016, 2019, 2022
 Linux RHEL
	     
	     

	7
	Active Directory Integration
	Integrate with AD for granular UI authentication and deployment by Organizational Unit (OU)
	     
	     

	8
	Software Compatibility
	Co-exist with commodity and proprietary software on endpoints/servers without causing bluescreens or process crashes
	     
	     

	9
	Offline/Disconnected Protection
	Be able to provide full threat protection for endpoints that are offline or disconnected from the EDR management server
	     
	     

	10
	Self-Sustained Data Collection
	Collect endpoint, file, process, user and network data autonomously – no manual rule setup or additional collection devices required. 
	     
	     

	11
	Support of MITRE ATT&CK Framework
	The solution must support MITRE ATT&CK Matrix mapping for incidents
	     
	     

	12
	Alert Exclusion Rules
	Be able to specify exclusion rules for selected objects to suppress known false-positive alerts
	     
	     

	
	
	
	
	



4.2. EDR Operations
	Α/A
	EDR / XDR Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Alert Exclusion Rules
	Be able to specify exclusion rules for selected objects to suppress known false-positive alerts
	     
	     

	2
	Multi-site management console
	Enable deployment across multiple sites reporting into a single unified management console
	     
	     

	3
	Configuration export/import
	Be able to export the current configuration and import it to the same or different instance
	     
	     

	4
	Notification controls
	Be able to enable or disable specify types of notification per user or role
	     
	     

	5
	Alert severity rating
	Rate and classify the severity of security alerts (i.e. low, medium, high, critical)
	     
	     

	6
	Real-Time centralized alert processing
	Centrally collect and process alerts from all endpoints in real time
	     
	     

	7
	End-user setting lock
	Prevent end-users from accessing or modifying agent/program settings
	     
	     

	8
	Silent update distribution
	Be able to distribute updates centrally with no user intervention and without requiring endpoint restart
	     
	     

	9
	Update scheduling
	Schedule update downloads and support the ability to disable automatic updates
	     
	     

	10
	Event and alert logging
	Maintain a complete log of all events, alerts, and system updates
	     
	     

	11
	Email alert integration
	Be able to integrate with email infrastructure to notify security personnel upon alert triggers
	     
	     

	12
	SIEM integration
	Support native or API-based integration with common SIEM platforms
	     
	     

	13
	Reporting – Standardized & Custom
	Generate standardized compliance/operational reports and allow customization of report templates
	     
	     

	14
	Automated Risk Scoring
	Be able to automatically assign a risk score to all objects and entities in the protected environment
	     
	     

	15
	Agent Health Monitoring
	Platform must alert when an agent goes offline or stops reporting
	     
	     



4.3. Prevention and Detection
	Α/A
	EDR / XDR Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Signature-based malware protection
	Identify and prevent execution of malicious files (viruses, trojan, ransomware, spyware, cryptominers etc.) using signature matching
	     
	     

	2
	Machine Learning static analysis
	Detect unknown malware before execution using ML-based static file analysis
	     
	     

	3
	Threat intelligence 
	Enrich detections with threat intelligence feeds
	     
	     

	4
	Memory Access Monitoring
	Monitor & terminate malicious memory access at runtime (exploits, fileless attacks, shellcode injection, etc.)

	     
	     

	5
	Process Behavior Analysis (Heuristics)
	Detect & block malicious process behaviors including PowerShell, WMI, and macro abuse.

	     
	     

	6
	Malicious IP & Domain Blacklisting
	Create and enforce rules to block access to specific IP addresses, IP ranges, or domains

	     
	     

	7
	Reconnaissance/Scanning Detection
	Detect and respond to reconnaissance activity including port scanning, service discovery and host enumeration using endpoint, network, identity, cloud or other available telemetry. 

	     
	     

	8
	Credential Theft – Memory
	Detect and block in-memory credential dumping. 

	     
	     

	9
	User Account Monitoring
	Monitor login attempts and alert on suspicious authentication patterns.
 
	     
	     

	10
	Lateral movement
	Detect and respond to lateral movement techniques including pass-the-hash, pass-the-ticket, remote execution  and SMB abuse through endpoint, identity, network and behavioral telemetry. 
	     
	     

	11
	User Activity Policy Enforcement
	Define and enforce user activity policies to detect policy violations indicative of account compromise.

	     
	     

	12
	Data Exfiltration Detection
	Detect potential data exfiltration activities including DNS tunneling, protocol abuse, abnormal file transfers and suspicious outbound communications using available telemetry sources. 
	     
	     

	13
	Agent Self-Protection
	Alert and block any attempt to tamper with, disable, or uninstall the EDR agent

	     
	     

	14
	Dynamic Analysis / Real time Sandbox
	Able to analyze suspicious file in an isolated sandbox environment in real time
	     
	     

	15
	Fuzzy / High Similarity Hashing
	Ability to identify related or similar malware variants using malware similarity analysis, threat intelligence, behavioral analytics, machine learning, or other vendor-native technologies.

	     
	     

	16
	Credentials Theft – Network
	Detect credential theft activity, authentication attacks and account abuse including ARP spoofing, responder attacks, brute force activity and credential misuse through endpoint, identity or network telemetry.
	     
	     

	17
	User Behavior Baseline (Anomaly Detection)
	Profile normal user account behavior and alert on deviations

	     
	     

	18
	User Entity Behavior Analytics (UEBA)
	The system should detect any file uploads/downloads

The system should be able to detect downloaded/uploaded email attachments (name of the file)

The system should detect any file read/write attempts

The system should be able to detect ransomware related files type, prefixes and patterns (EDR)

The system should be able to detect hacking tools downloads from browser like Nmap, Metasploit, mimikatz, psexec.(not needed here, logs received from Firewall)

The system should detect files transferred through RDP sessions

The system should detect files transferred through RDP sessions


The system should detect connections by process

	     
	     

	19
	Ransomware Rollback
	Must support ransomware containment and recovery capabilities, including file recovery, rollback, backup integration, shadow copy restoration, or equivalent technologies.

	     
	     

	20
	Decoy Files Support
	Decoy Files. The solution should support honeypot to monitor if specific files deployed by the solutions are modified.

	     
	     

	21
	RDP Protection
	The solution must support protection against RDP brute force attacks and password guessing.

	     
	     

	22
	Virtual patching technology
	The solution must support virtual patching technology that can analyze transactions using the security enforcement layer to prevent malicious traffic from reaching the vulnerable application.

	     
	     

	23
	MS-365 Protection
	The Solution must provide protection on company's Microsoft 365 apps - Exchange Online, OneDrive, SharePoint Online, and Teams via integration

	     
	     



4.4. Monitoring and Control
	Α/A
	EDR / XDR Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	File Integrity Monitoring (FIM)
	The EDR/XDR platform should provide FIM capabilities. Generated events should be forwarded to SIEM for correlation and reporting. 

	     
	     

	2
	Asset Inventory Management
	Map and correlate all environment assets: endpoints, servers, installed apps, user accounts, generate inventory reports

	     
	     

	3
	Log Collection - Authentication
	Collect authentication and activity logs from endpoints and provide centralized access. Be able to integrate into SIEM
	     
	     

	4
	Log Collection – Endpoint Activity
	Collect endpoint activity logs (process, file, network) and enable centralized querying. Be able to integrate into SIEM
	     
	     

	5
	Log Retention Period
	Retain logs for the period required by applicable compliance standards, regulations, or internal policies. State supported retention period. The minimum should be 12 months.
	     
	     

	6
	Attack Surface Discovery
	Identify risky assets, vulnerable software, suspicious configurations, and other attack surface weaknesses through endpoint telemetry and security integrations.
	     
	     

	7
	Agent Monitoring
	Advance Agents should be able to monitor the following:

Installed Software Changes, Registry Changes, track removable media and File Integrity Monitoring on Windows appliance.

Kernel logs, User activity, Authentication logs, Syslog, Processes, File Integrity Monitoring on Linux devices

Custom event logs

Run WMI queries and PowerShell or bash scripts
	     
	     

	8
	Application Control
	The system should be able to perform trusted application whitelisting

The system should be able to perform application blacklisting for incident creation in case of unwanted software installations

The solution should support Publisher-based Trust Rules to allow software execution based on trusted publishers and digital signatures.

The solution should support Execution Restrictions based on file hash, path, certificate, file type or policy. 

The solution should detect  and generate alerts for unauthorized software installations and execution attempts.
	     
	     

	9
	Vulnerability Assessment
	The Central Management should provide an overview of detected vulnerabilities based on Application names, Versions, number of CVE's, and Risk Scores, covering OS and 3rd party applications
	     
	     

	10
	Patching technology
	The Central Management should ensure the provision of lists for all vulnerable software and implement an automated and customized patching process, covering OS and 3rd party applications.
	     
	     









4.5. Investigation and Remediation
Covers granular data collection, behavioral search, forensic investigation tools, remote endpoint controls, environment-wide mitigation, and incident response automation
	Α/A
	EDR / XDR Features
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Continuous Data Collection
	Collect granular data on file interactions (create/open/rename/delete/execute), process execution trees, user logins, network traffic, registry changes and installed software
	     
	     

	2
	Behavior Search & Query
	Search all collected data using behavioral patterns across users, files, machines and network traffic
	     
	     

	3
	Real-Time Rules & Alerting
	Define rules based on search patterns and raise alerts or assign risk levels in real time
	     
	     

	4
	Remote CMD/Script execution
	Execute remote commands (CMD interface) or run scripts/files from a network location on target endpoints
	     
	     

	5
	Endpoint isolation
	Isolate a specific endpoint or server from the network remotely to contain a threat
	     
	     

	6
	File Delete/Quarantine
	Remotely delete or quarantine files including those currently in use
	     
	     

	7
	Process Termination
	Kill malicious or suspicious processes remotely
	     
	     

	8
	Service / Scheduled Task Removal
	Remove or delete malicious services and scheduled tasks remotely
	     
	     

	9
	User account Lock / password reset
	Support identity response actions directly or through integration with directory services and identity platforms
	     
	     

	10
	Network Communication block
	Block network communications by destination domain or IP address remotely
	     
	     

	11
	Network Card Disconnect / IP Change
	Support endpoint network containment or isolation actions to prevent malicious communication.
	     
	     

	12
	Endpoint Restart
	Remotely restart an endpoint or server
	     
	     

	13
	Forensic Investigation – Process/File
	Investigate running processes and files in detail, including process tree and file metadata
	     
	     

	14
	Forensic Investigation – Memory
	Support memory investigation capabilities including memory inspection, memory telemetry, memory artifacts or memory acquisition where supported.
	     
	     

	15
	Host File editing
	Support remote endpoint remediation actions to modify or remove malicious persistence and communication mechanisms.
	     
	     

	16
	Off-the-shelf IR Playbooks
	Provide ready-to-use incident response playbooks for common attack scenarios
	     
	     

	17
	Custom IR Playbook Builder
	Allow teams to define and automate customized incident response playbooks
	     
	     








5. Reporting Requirements

5.1. Reporting and Dashboards
	Α/A
	EDR/XDR
	Requirement Description
	Answer (YES/NO)
	Additional Comments

	1
	Compliance Reports
	
Pre-defined reports supporting a wide range of compliance auditing and management needs including — NIS, DORA, ISO 27001, etc.  

To meet GDPR requirements, Personally Identifiable Information (PII) must be obscured based on an administrator’s role.

	     
	     

	2
	Customizable Dashboards
	
Configurable real-time dashboards, with “Slideshow” scrolling for showcasing KPIs 

Sharable reports and analytics across users 

Color-coded for rapidly identifying critical issues 

Fully customized dashboards according to the needs of the organization and across all metrics collected from the system. 

Specialized layered dashboards for business services, virtualized infrastructure, event logging status dashboard, and specialized apps.

	     
	     

	3
	Executive Reports
	
SOC should provide executive monthly reports with the following: 

MTTR (Mean time to respond), Incidents and Alerts summary, Incidents timeline, Infected hosts, Type of incidents, affected infrastructure, remediation actions taken, incidents severity, devices under monitoring, IOCs found in the network and overall, SOC key performance metrics.

	     
	     

	4
	On-Demand Reports
	
Should be able to send custom reports on demand



	     
	     
















6. Incident Management and Escalation
	Severity
	Description

	Critical
	Αυτά τα περιστατικά ενδέχεται να έχουν σοβαρές ή καταστροφικές αρνητικές επιπτώσεις στις λειτουργίες της Εταιρείας, τα πληροφοριακά περιουσιακά στοιχεία της Εταιρείας ή την ανθρώπινη ζωή.


	High 
	Αυτά τα περιστατικά ενδέχεται να επηρεάσουν την ακεραιότητα ή την εμπιστευτικότητα των δεδομένων, κάτι που μπορεί να οδηγήσει σε άμεση απώλεια επιχειρηματικής δραστηριότητας ή/και φήμης (π.χ. λόγω εποπτικών κυρώσεων).


	Medium
	Αυτά τα Περιστατικά επηρεάζουν συνήθως τη διαθεσιμότητα των Πληροφοριών, αλλά όχι την ακεραιότητα τους.


	Low
	Αυτά τα Περιστατικά ενδέχεται να επηρεάσουν την εμπιστευτικότητα, την ακεραιότητα ή τη διαθεσιμότητα των πληροφοριών ωστόσο δεν σημειώνεται απώλεια.




· Critical and High incidents must be escalated by phone, email and ticket. 
· All incidents must be tracked through ticketing or case management workflow. 
· Incident reports must include timeline, affected assets, indicators, analysis, actions taken and recommended remediation. 
· The vendor must preserve evidence and maintain full audit trail of actions performed. 



7. Compliance and Regulatory Requirements
	Control Area
	Required Support
	Vendor Response. 

	DORA
	Support ICT incident detection, response, reporting evidence and operational resilience requirements.

	[bookmark: Text15]     

	NIS2
	Support cyber risk management, detection, response, escalation and evidence requirements.

	[bookmark: Text16]     

	ISO 27001
	Support logging, monitoring, access control, incident management, supplier management and audit evidence. 

	[bookmark: Text17]     

	GDPR
	Support data protection, confidentiality, minimization, secure processing and DPA requirements

	[bookmark: Text18]     

	Internal policies
	Align with KEDIPES security policies, approval workflows and escalation requirements. 

	[bookmark: Text19]     

	Audit Evidence
	Vendor must provide evidence of compliance on request

	[bookmark: Text20]     












8. Data Protection and Confidentiality

· All hosting, processing and storage of KEDIPES data must be within the EU unless otherwise approved in writing. Data must be encrypted in transit and at rest.
· Vendor access must use named accounts, MFA, RBAC, least privilege and audit trail. 
· The vendor must sign a Data Processing Agreement where required. 
· The vendor must define subcontractors, data locations, retention periods and deletion process. 
· The vendor must notify KEDIPES of any confirmed or suspected breach.
Γ. 
Δ. Δραστηριότητες & χρονοδιάγραμμα εκτέλεσης έργου
	Συνολική διάρκεια έργου/ σύμβασης :
	Οκτώ (8) βδομάδες από την ημερομηνία υπογραφής 

	


	Αρ.
	Δραστηριότητες  του έργου 
(στον πίνακα παρουσιάζονται όλες οι δραστηριότητες του έργου καθώς και τα παραδοτέα) 
	Χρονοδιάγραμμα υλοποίησης
(σε βδομάδες)

	
	
	Β1
	Β2
	Β3
	Β4
	Β5
	Β6

	1
	Kick-off and discovery 
	[bookmark: Text21]     
	     
	     
	     
	     
	     

	1.1
	Kick-off minutes, stakeholder list, project plan, discovery inputs 
	[bookmark: Text22]     
	     
	     
	     
	     
	     

	2
	Architecture and design
	[bookmark: Text23]     
	     
	     
	     
	     
	     

	2.1
	High-level design, integration design, security design
	[bookmark: Text24]     
	     
	     
	     
	     
	     

	3
	Onboarding and configuration
	[bookmark: Text25]     
	     
	     
	     
	     
	     

	3.1
	Log source plan, EDR deployment plan, SOC onboarding plan
	[bookmark: Text26]     
	     
	     
	     
	     
	     

	4
	Use cases and playbooks
	[bookmark: Text27]     
	     
	     
	     
	     
	     

	4.1
	Use case catalogue, playbooks, escalation matrix
	[bookmark: Text28]     
	     
	     
	     
	     
	     

	5
	Pilot and tuning
	[bookmark: Text29]     
	     
	     
	     
	     
	     

	6
	Go-Live
	[bookmark: Text30]     
	     
	     
	     
	     
	     

	6.1
	Go-live approval, service readiness report
	[bookmark: Text31]     
	     
	     
	     
	     
	     

	7
	Stabilization
	[bookmark: Text32]     
	     
	     
	     
	     
	     

	7.1
	Stabilization report, improvement plan
	[bookmark: Text33]     
	     
	     
	     
	     
	     


	
E. In-scope Assets
The inventory of assets – users and volumes can be available upon request


	Υπογραφή και Σφραγίδα Προσφοροδότη
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