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Παράρτημα 2 - Έντυπο Τεχνικών Προδιαγραφών 




1. Introduction
KEDIPES LTD invites proposals from qualified and authorized Fortinet partners for the supply, delivery, installation, configuration, implementation, migration support, testing, documentation, training, and support of Fortinet switching infrastructure and a FortiNAC solution, in accordance with the requirements set out in this Request for Proposal (RFP).

The objective of this initiative is the replacement of the existing switching infrastructure and the implementation of a modern, secure, and centrally managed network access control solution, aligned with cybersecurity best practices and regulatory obligations (DORA / NIS2). The proposed solution is expected to enhance network security, visibility, and control, while supporting compliance, operational resilience, and centralized management.
 
2. Scope of Work
The selected Vendor shall provide a complete, turnkey solution covering, at a minimum,  the following scope of work:
a. Supply of Equipment, Software and Subscriptions, including all hardware, software, licenses, subscriptions, support entitlements, accessories, and any additional components required for a complete and fully operational solution.

b. Design and Implementation Services, including detailed solution design, implementation planning, configuration, integration with the existing environment, migration support, and production deployment.

c. Testing and Acceptance, including test planning, execution of functional and integration testing, remediation of identified issues, and support during user acceptance and production stabilization.

d. Documentation and Knowledge Transfer, including installation records, configuration documentation, as-built diagrams, operating procedures, administration guidance, and training for KEDIPES LTD personnel.

e. Support and Warranty Services, including vendor support commitments during implementation, post go-live stabilization, manufacturer support coverage, and any partner-managed support services included in the proposal.



3. Deliverables
Vendors shall submit a complete proposal consisting, at a minimum, of the following: 
1. Executive Summary
A high-level overview of the proposed solution, approach, and key differentiators.
2. Company Profile
Background information, organizational structure, and relevant experience.
3. Audited Financial Statements
audited accounts for the last two (2) financial years
4. Partner Status and Certifications
Confirmation of official partner status with relevant vendors and submission of applicable certifications.
5. Proposed Project Team
Details of the project team, including roles, responsibilities, and relevant experience.
6. Technical Response
Completed response demonstrating compliance with all technical and functional requirements.
7. Assumptions and Exclusions
Clearly stated assumptions, dependencies, and any exclusions from the proposed scope.
8. Reference Projects
Relevant project references, including project scope and  client details where available.
9. Commercial Proposal
Detailed pricing and cost information, including licensing and support costs
10. Supporting Documentation
Any supporting documentation required to substantiate the proposal.
From a Technical Perspective and at a minimum, the successful vendor shall deliver: 
1. detailed implementation plan and methodology
2. low-level design and configuration approach
3. installation and configuration of all proposed components
4. migration and cutover plan, including rollback approach
5. completed test plan and test results
6. as-built documentation and administrative handover documentation
7. administrator knowledge transfer and training 
8. post-implementation support during the agreed period.
9. detailed technical brochures


Project acceptance shall be subject to successful delivery and installation of all contracted items, completion of agreed implementation activities, successful execution of testing without unresolved critical issues, submission of all required documentation, completion of knowledge transfer, and written confirmation by KEDIPES LTD that the solution is operational in accordance with the agreed requirements.

 Technical Requirements
The selected vendor will be responsible for hardware procurement, five-year licensing, configuration, migration, consolidation, and post-implementation support for all the above.

4.A. NAC Solution
	Bill of Material
	Qty 

	FNC-CAX-VM
	FortiNAC Control and Application Extended-VM FortiNAC Control and Application next-gen VM Server supports up to 50000 endpoint devices. Supporting VMware ESXi / ESX, Microsoft Hyper-V, Linux Kernel-based Virtual Machine (KVM), Nutanix and Cloud providers Amazon AWS, Microsoft Azure, Google GCP, Oracle OCI and Alibaba Cloud.
	2

	FC-10-FNVXA-248-02-60
	FortiNAC Control and Application Extended-VM 5 Year FortiCare Premium Support
	2

	FNC-MX-VM
	FortiNAC Manager Extended VM FortiNAC Manager next-gen VM Server supports up to 100 CA Servers. Supporting VMware ESXi / ESX, Microsoft Hyper-V, Linux Kernel-based Virtual Machine (KVM), Nutanix and Cloud providers Amazon AWS, Microsoft Azure, Google GCP, Oracle OCI and Alibaba Cloud.
	1

	FC-10-FNVXM-248-02-60
	FortiNAC Manager Extended VM 5 Year FortiCare Premium Support
	1

	FC6-10-FNAC1-213-01-60
	FortiNAC-Subscription License 5 Year FortiNAC Subscription PLUS License for 1.000 concurrent endpoint devices. Provides Endpoint visibility and Dynamic VLAN Steering, Advanced Network Access Controls and automated provisioning for users, guests, and devices.
	1




Please provide your response to the following:
4.Α.Α Authentication and Access
	Α/A 
	Category
	Requirement Description 
	Answer (YES/NO) 
	Additional Comments 

	1
	Authentication
	 Support 802.1X
	[bookmark: Text1]     
	     

	2
	Authentication 
	 MAC Authentication Bypass
	[bookmark: Text2]     
	     

	3
	Authentication
	Certificate-based authentication
	[bookmark: Text3]     
	     

	4
	Authentication
	 Multi-Factor Authentication Support
	[bookmark: Text4]     
	     

	5
	Access Control
	Role-based access control (per user/device/type, location)
	[bookmark: Text5]     
	     

	6
	Access Control
	Dynamic VLAN assignment and policy enforcement based on user/device attributes
	[bookmark: Text6]     
	     


4.Α.Β Integration
	Α/A 
	Category
	Requirement Description 
	Answer (YES/NO) 
	Additional Comments 

	7
	Integration  
	Active directory Integration
	     
	     

	8
	Integration
	Integration with Fortinet firewalls, switches, and other network devices in use
	     
	     

	9
	Integration
	Integration with SIEM (syslog/API)
	     
	     

	10
	Integration
	Open API for automation
	     
	     


4.Α.C Visibility and Policy Enforcement
	Α/A 
	Category
	Requirement Description 
	Answer (YES/NO) 
	Additional Comments 

	11
	Visibility 
	Device discovery and profiling (corporate endpoints, users ,IP phones, etch)
	     
	     

	12
	Policy 
	Dynamic Policy enforcement 
	     
	     

	13
	Security Enforcement
	Device Posture Assessment (OS, antivirus, compliance)
	     
	     

	14
	Security Enforcement
	Automated Quarantine of non-compliant devices
	     
	     

	15
	Security Enforcement
	Network segmentation enforcement by role/user/device
	     
	     


4.A.D Guest, BYOD and Voice Support
	Α/A 
	Category
	Requirement Description 
	Answer (YES/NO) 
	Additional Comments 

	16
	Guest Access
	Guest access portal   for visitor's device onboarding (approval, expiry)
	     
	     

	17
	BYOD Access
	Support secure onboarding and controlled access for un-managed (BYOD) devices
	     
	     

	18
	Voip 
	Voip supported 
	     
	     



4.A.E Monitoring, Logging, and Detection
	Α/A 
	Category
	Requirement Description 
	Answer (YES/NO) 
	Additional Comments 

	19
	Monitoring 
	Real-time monitoring with centralized dashboard and reporting
	     
	     

	20
	Logging & Monitoring
	Audit logging of user and admin actions
	     
	     

	21
	Logging & Monitoring
	Integration with SIEM (syslog/API supported)
	     
	     

	22
	Logging & Monitoring
	Configurable log retention configurable for minimum X days
	     
	     

	23
	Monitoring & Incident Detection
	Real-time alerting security incidents and policy violations
	     
	     

	24
	Monitoring & Incident Detection
	Detection of abnormal behavior and unauthorized access attempts
	     
	     



4.A.F Resilience and Recovery
	Α/A 
	Category
	Requirement Description 
	Answer (YES/NO) 
	Additional Comments 

	25
	Resilience & Recovery
	Automated backup of NAC configuration and policies
	     
	     

	26
	Resilience & Recovery
	Ability to restore NAC services and configuration within defined RTO
	     
	     





4.A.G Security and Compliance
	27
	Compliance
	Support controls required by DORA/ NIS2 (logging, traceability, access control)
	     
	     

	28
	Hardening
	Secure baseline configuration
	     
	     

	29
	Data Protection
	Secure handling of logs, credentials, and device data in compliance with GDPR and data protection requirements
	     
	     


 

4.B. FORTINET Switches
	Bill of Material
	Qty 

	FS-124F-FPOE
	FortiSwitch-124F-FPOE Layer 2 FortiGate switch controller compatible PoE+ switch with 24x 1G RJ45 with PoE+ and 4x 10G/1G SFP+/SFP ports and 1x RJ45 console port. Max 370W PoE output limit with smart fan/temperature control.
	9

	FC-10-S124F-247-02-60
	FortiSwitch-124F-FPOE 5 Year FortiCare Premium Support
	9

	FN-TRAN-SFP+SR
	10GE SFP+ transceiver module, short range 10 GE SFP+ transceiver module, short range 300m, LC connector, MMF, 850nm, 0°C to 70°C, for systems with SFP+ slots
	60

	FS-148F-FPOE
	FortiSwitch-148F-FPOE Layer 2 FortiGate switch controller compatible PoE+ switch with 48x 1G RJ45 with PoE+ and 4x 10G/1G SFP+/SFP ports and 1x RJ45 console port. Max 740W PoE output limit.
	21

	FC-10-148FF-247-02-60
	FortiSwitch-148F-FPOE 5 Year FortiCare Premium Support
	21

	FS-1048G
	FortiSwitch-1048G Layer 2/3 FortiGate switch controller compatible switch with 48 x GE/10GE SFP/SFP+ ports and 6 x 100GE QSFP28 ports. MACSec. Dual AC power supplies.
	4

	FC-10-FSG48-247-02-60
	FortiSwitch-1048G 5 Year FortiCare Premium Support
	4

	FC-10-FSG48-247-02-60
	FortiSwitch-1048G 5 Year FortiCare Premium Support
	4

	FC-10-FSG48-210-02-60
	FortiSwitch-1048G 5 Year Next Calendar Day Delivery Priority RMA Service (Requires FortiCare Premium or FortiCare Elite)
	

	FN-CABLE-QSFP28-1
	100GE QSFP28 Passive Direct Attach Cable, 1m 100 GE QSFP28 passive direct attach cable, 1m, 0°C to 70°C, transceivers included, for systems with QSFP28 slots
	4

	FS-108F-FPOE
 
	FortiSwitch-108F-FPOE L2+ management switch with 8xGE + 2xSFP + 1xRJ45 console and automatic limited 130W POE
	3

	FC-10-F108F-247-02-60
	FortiSwitch-108F-FPOE 5 Year FortiCare Premium Support
	3







	Α/A 
	Category 
	Requirement Description 
	Answer (YES/NO) 
	Additional Comments 

	
	Architecture
	Proposed switches shall be fully compatible with Fortinet network architecture for central management 
	     
	     

	
	Hardware
	All specified switch models, transceivers, cables, and accessories as per the Bill of Materials are supplied
	     
	     

	1
	 Layer 2
	Support standard layer 2 switching features 
	     
	     

	2
	 Segmentation 
	 VLAN support
	     
	     

	3
	 Security 
	Configurable ACLs
	     
	     

	4
	Security
	Port security features (DHCP snooping, ARP inspection) to prevent rogue device connections
	     
	     

	5
	 Voip 
	Support voice VLAN functionality and simultaneous voice & data on the same port
	     
	     

	6
	Qos 
	Support QoS to prioritize voice and other critical traffic
	     
	     

	7
	PoE 
	Supports Power over Ethernet 
	     
	     

	78
	 Resilience
	Support stacking or equivalent switch redundancy (no single point of failure)
	     
	     

	9
	NAC Integration
	Full support for NAC enforcement (802.1x port-based authentication, dynamic VLAN assignment, port control)
	     
	     

	10
	Monitoring
	Provide monitoring of switch health, port/link status, and performance metrics 
	     
	     

	11
	Logging
	Provide event and audit logging, with option to forward logs to central SIEM
	     
	     

	12
	Administration & management
	Secure management access (SSH, HTTPS), role-based administrator accounts, and logging of administrative actions
	     
	     

	13
	Backup & Recovery
	Configuration backup and restore capabilities for all switch configurations
	     
	     

	14
	Patching & support
	All switch hardware and software under active support and eligible for updates and security patches during contract period
	     
	     

	15
	Integration 
	Integration with current Infrastructure
	     
	     

	16
	Compliance
	Support controls relevant to DORA and NIS (resilience, traceability, secure administration, logging)
	     
	     


 

5. Vendor Qualifications
Responding to vendors shall demonstrate their capability, experience and compliance by providing the following:

5.1 Technical Capability
The Vendor shall:
· be a certified Fortinet Partner at a minimum level Advanced
· provide valid Fortinet Certification credentials for assigned engineers
· ensure the proposed engineers have participated as engineers in at least 4 similar network Infrastructure/security projects in the last 5 years.
· Provide details of certifications and roles of each proposed resource



5.2 Operational Capability, Experience and Integrity
The Vendor shall:
· describe the organizational structure and delivery model
· confirm completion of at least 2 similar network infrastructure and security implementations in the past 5 years.
· provide a list of relevant projects including scope, technologies used and client industry.
· provide references from clients for similar engagements
5.3 Financial Stability
The Vendor shall:
· submit audited financial statements for the last 2 years
· provide a formal declaration of financial stability
· disclose any material financial risks, liabilities or dependencies
5.4 Business Continuity
The Vendor shall:
· provide its Business Continuity Plan and Disaster Recovery Plan
· define recovery objectives such as RTO & RPO
· describe testing frequency and results
5.5 Subcontractors
The Vendor shall:
· disclose any use of subcontractors and describe their role
· confirm that contractors meet the same qualification and compliance requirements
· confirm that the Vendor remains fully accountable for subcontractor performance
5.6 Information Security and Regulatory Compliance
The Vendor shall:
· confirm alignment with ISO 27001 or equivalent framework
· confirm compliance with GDPR and applicable data protection requirements
· provide the Information Security Policy
· describe implemented technical and organizational controls, including encryption, access control and network security 
· demonstrate incident management and reporting procedures
· confirm ability to support audit and regulatory inspections if required
6. The Vendor shall provide all necessary supporting documentation for the above qualification requirements Required Engineer Certifications
All engineers assigned to this project must have the following active certifications:

	Certification Name
	Number of engineers needed

	Fortinet FCP in Network Security (previously known as NSE 4)
	2

	Fortinet FCSS in Network Security (previously known as NSE 7)
	1


Please provide all necessary supporting documentation

7. Evaluation Criteria
Proposals will be evaluated based on the overall value for KEDIPES LTD, taking into account technical compliance with the requirements, the completeness and quality of the proposed solution, the implementation methodology and delivery capability, the vendor’s  experience ,certifications and client references, the effectiveness of the support model, project risks and assumptions, compliance with security and regulatory compliance, and the total commercial value.

8. Commercial and General Conditions
KEDIPES LTD reserves the right to request clarifications, accept or reject any proposal, and discontinue or amend the procurement process at its discretion. Vendors shall ensure that all proposed products are genuine, supported by the manufacturer, and eligible for the support services offered. Any deviations from the requirements of this RFP shall be clearly stated in the proposal.




9. Activities & Project Implementation Timeline – Project Plan
Within one (1) week from the contract award date, the project kick-off will take place. The project must be completed within four (4) weeks from the date of equipment delivery to KEDIPES.

Μilestones:
· Kick-off Meeting: Within one (1) week from the contract award.
· Equipment Delivery: Day 0 (implementation start date).
· Installation and configuration of equipment: Within the 1st week from delivery.
· System configuration / implementation of requirements: Within the 2nd and 3rd week.
· Testing and remediation: Within the 3rd week.
· User Acceptance Testing (UAT) and final acceptance: Within the 4th week.
· Delivery of final solution and Go-Live: No later than the end of the 4th week.
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